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1. RELEASE NOTES 

1.1. SOFTWARE VERSION 

This document refers to release 0.3.1 of the software, the third public test version.  The release history 
is shown in Table 1. 

 

Table 1: Release History. 

Version Date Comments, Changes, Status 

0.1.0 27/01/2009 Initial release for public testing. 

0.2.0 12/03/2009 Second release with several improvements (see Section 
1.3). 

0.3.0 15/04/2009 Third release with support for an additional alarm 
condition (see Section 1.3). 

0.3.1 17/04/2009 Minor update to deal with 32/64bit issues for startup 
daemon 

1.2. LICENSE 

The software and all documentation are released under the Apache License, Version 2.0 [R1].  See the 
LICENSE file included in the distribution for the full text of the license. 

1.3. CHANGE HISTORY 

1.3.1. Version 0.3 

·  Added new alarm type 'Routing Out Of Network'. When a 'route change' alarm is raised, the 
hop list of the route that has changed is retrieved. Each hop is compared against a configurable 
set of network submasks. In case any hop is not within the configured network submasks, this 
alarm is raised. 

·  Provided a new script to start up and shutdown the Alarms Service. In particular, the script 
cleanly shut downs the service (without user having to use the “kill” command).  

1.3.2. Version 0.2 

·  Improved error handling.  The alarm status is set to UNKNOWN in Nagios if any problems 
are encountered when getting data from a Measurement Archive.  More details of the error are 
available in the Nagios Service Information page. 

·  Added further details to the Nagios “Status Information” when an alarm is triggered (e.g., if an 
Interface Congestion Alarm is triggered then the number of interface output drops will be 
displayed). 
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·  Removed hard-coded link between Nagios Service and Host.  The Nagios host may be 
configured on a per Measurement Archive basis, or on a per network link basis.  Multiple 
Hosts may be assigned to the same link. 

 

1.4. LIMITATIONS OF THIS RELEASE, KNOWN PROBLEMS 

·  The release has only been tested in the configuration described in Section 4.2. 

·  No actions are specified for an alarm. 

·  Configuration of the software is a manual process and not particularly user friendly, although 
a helper script is included with the distribution, as described in Section 5.4. 

1.5. DOWNLOAD LOCATION 

The software may be downloaded from the following location: 

http://www.npm-alarms.org/download/current/npm-alarms-0.3.1_bin.tar.gz 



 

JISC-NPM 

NPM Alarms Service:  
Deployment and Configuration Guide 

  

 

 

Release Date: 17/04/2009 © EPCC 7 / 31 

 

2. DOCUMENT CONVENTIONS 
Whenever computer text is referred to it appears in a fixed width font, like this . 

 

Text in a yellow box refers to command line instructions or output: 

 

 
 

Text in a blue box refers to file contents: 

 

 
 

type me into a configuration file 

type me at a the command line 
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3. DESCRIPTION OF NPM ALARMS SERVICE 

3.1. OVERVIEW 

The Alarms Service is a standalone Java application for generating alarms based on network status 
information.  The current version obtains network measurement data from some types of perfSONAR 
[R2] Measurement Archives (MAs) and generates status reports in a format readable by Nagios [R3].  
Figure 1 shows the interactions of the service highlighting the configuration files that a user needs to 
be aware of.  These configuration files are described further in Section 5. 

 

 

Figure 1: A simplified view of the Alarms Service. 

 

The current version is able to contact Hades MAs for traceroute data and RRD MAs to obtain interface 
output drops, input errors and utilisation.  The Alarms Service processes this data against a set of rules 
in order to determine the network status and prints the status in a form readable by Nagios.  The 
Nagios Passive Checks feature is used to read the status data from a FIFO file.  Nagios is configured to 
display the status of the network paths being monitored by the Alarms Service on a web page.  It may 
also be configured to send email notifications whenever there is a change in the status. 

 

This version can be used to monitor the alarm conditions shown in Table 2, aimed particularly at 
monitoring of the LHCOPN. 
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Table 2: Supported Alarm Conditions. 

Condition  Alarm Description Purpose 

1 RoutingAlarm (sourceSite, destinationSite) IF path changes1 THEN 
RoutingAlarm(sourceSite-
destinationSite) 

Indicates a 
possible re-
route over 
an incorrect 
path. 

2 RoutingOutOfNetworkWarning(sourceSite, 
destinationSite) 

Variant from 
RoutingAlarm(sourceTier-
destinationTier).  

IF path changes AND one 
of the hops is not an IP 
address from the 
configured network prefix 
list  

THEN  

Warning 

Indicates a 
possible re-
route 
outside the 
OPN 
nework 

3 InterfaceCongestionAlarm(router, 
interface) 

IF output drops on a router 
interface > parameter1 
AND link utilisation < 
parameter2 THEN 
InterfaceCongestionAlarm 
(router, interface) 

 

parameter1 = 0 drops 

Indicates 
interface 
congestion. 

4 InterfaceErrors Alarm (router, interface) IF interface errors on a 
router interface > parameter 
THEN 
InterfaceErrorsAlarm 
(router, Interface) 

 

parameter = 0 errors 

Indicates 
circuit 
errors. 

 

For the LHCOPN and similar light-path based networks condition #1 could also include information 
about whether a light-path is currently available to avoid unnecessary alarms.  If a light-path is down 
then a route change would be expected.  However, for the moment this part of the alarm condition is 
ignored; it is—at least for now—only based on traceroute data. 

 

For condition #3, utilisation is not used at the moment, although this is planned for a future release. 

                                                      
1 Based on traceroute measurements in this version of the software. 
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3.2. WHAT THE CURRENT VERSION DEMONSTRATES 

·  A framework to generate network status alarms using data provided by perfSONAR MAs. 

·  The usage of Nagios to display and notify the status to interested users. 

·  How the framework may be deployed and configured on a system running Nagios. 

·  Monitoring of the LHCOPN Suggested alarm conditions #1, #2, #3 and #4. 

3.3. WHAT THE CURRENT VERSION DOES NOT DEMONSTRATE 

·  A thoroughly tested and fine tuned application (this is still work-in-progress and we aim to 
harden the software over the next few months). 
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4. ASSUMPTIONS AND PREREQUISITES 

4.1. PREREQUISITES 

4.1.1. Run-time Software 

The following software is required to run the Alarms Service: 

·  Java Runtime version 1.5 or above (The Sun JRE is recommended). 

·  Nagios version 3 or above. 

4.1.2. Data Sources 

Access to at least one of the following data sources is required: 

·  A perfSONAR RRD Measurement Archive, supporting InputErrors and OutputDrop requests. 

·  A Hades Measurement Archive, supporting HopCount and HopList requests. 

4.2. TESTED CONFIGURATIONS 

The software has currently been tested on Scientific Linux 4.6 (SL4), running the Sun JRE build 
1.5.0_16-b02, and Nagios versions 3.0.3 and 3.0.6. The start-up script ./bin/alarms-service  
uses the binary ./bin/jsvc  to run a daemon process for starting and stopping the service. The binary 
is provided pre-compiled for SL4 32bit and 64bit. In case a compilation from source is required, see 
[R9]. 

Note that the start-up script is provided for convenience; the Alarms Service itself can be started as 
standard Java process if necessary. 

 

It has only been tested with version 3.0 of the perfSONAR RRD MA, and the initial release of the 
HADES MA for traceroute data. 

4.3. ASSUMPTIONS 

For the purposes of these instructions it is assumed that the Alarms Service will be deployed on a 
Linux system running Nagios v3.x and that the user has some familiarity with Nagios.  For 
information about Nagios see [R3]. 

 

If Nagios has not been installed then please follow the instructions available at the Nagios web site to 
install Nagios version 3.x.  The step-by-step instructions in Section 5 assume that the Nagios has been 
installed following the Nagios Quickstart Installation Guide [R4] (i.e., Nagios is installed at 
/usr/local/nagios , and a nagios  user exists).  At the end of the Nagios installation, you should 
be able to view its Web interface as shown in Figure 2. 

 

It is also assumed that Java Runtime version 1.5 or above has been installed. 
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Figure 2: The Nagios frontpage. 

4.4. NAGIOS CONCEPTS 

In this version no effort has been made to alter the Nagios default display settings, therefore 
assumptions have been made in mapping between Nagios concepts and network concepts.  The Nagios 
concept of a host has been used to refer to a collection of measurements associated with a particular 
network.  Typically all these measurements will come from the same set of Measurement Archives.  
Each Nagios host has several monitored services, which here are used to refer to a particular network 
path or router interface.  This mapping of hosts and services is performed using Nagios configuration 
files as described in Section 5.2.1. 
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5. DEPLOYMENT AND CONFIGURATION  
This section assumes that this is the first time the Alarms Service is being installed and therefore 
provides detailed instructions for installation and deployment.  If you are already running a previous 
version of the Alarms Service, familiar with deployment and simply want to upgrade to the new 
version then go to Appendix D. 

5.1. UNPACK THE DISTRIBUTION 

As the user which runs Nagios (e.g., nagios)  unpack the Alarms Service distribution (npm-
alarms-0.3.1_bin.tar.gz ) to the location where the Nagios plugins are installed: 

 

 
 

This will unpack the distribution to a directory called npm-alarms  containing the following files and 
directories: 

 

 

5.2. NAGIOS CONFIGURATION 

5.2.1. Nagios Configuration Files 

All configuration files for the Alarms Service may be found in the etc/  directory of the distribution; 
those specific to the Nagios configuration are in etc/nagios .  Nagios must be told to use these files 
by adding the following line to /usr/local/nagios/etc/nagios.cfg : 

 

 
 

If this is a new Nagios installation to be used solely for network alarms then also comment out any 
unnecessary services, e.g., the reference to localhost.cfg  for monitoring the local Linux machine. 

 

In addition be aware of the Nagios log file which is by default located at 
/usr/local/nagios/var/nagios.log .  (The logging settings may be modified by editing the 
Nagios configuration file /usr/local/nagios/etc/nagios.cfg , see the Nagios user guide for 

# Definitions for network alarms 

cfg_dir=/usr/local/nagios/libexec/npm-alarms/etc/na gios 

cd /usr/local/nagios/libexec/npm-alarms 

ls -p 

bin/  CHANGELOG  etc/  LICENSE  log/  NOTICE  READM E  share/ 

su – nagios 

tar –zxf npm-alarms-0.3.1_bin.tar.gz –C /usr/local/ nagios/libexec 
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more details).  WARNING: The log files produced by Nagios may grow quite large; you may need to 
regularly purge the archives  directory.  To stop the same thing happening to the system log files you 
may want to disable Nagios logging to syslog by setting 

 

 
in the Nagios configuration file.  It is also recommended to set the date format option for Nagios to 
one relevant to your locale: 

 

 

5.2.2. Alarms Service Nagios Configuration Files 

Any file with a cfg  extension found in the directory specified in the previous section will be used by 
Nagios for configuration purposes.  A typical installation will use at least three files, npm-alarms-
template.cfg , npm-alarms-contacts.cfg , and a file defining the hosts and services to 
monitor.  Multiple host and service configuration files may be used to make it easier to configure 
many hosts.  Several examples are included in the distribution; the default hosts-services.cfg  
file will monitor a small number of paths on the GÉANT network. 

5.2.2.1. npm-alarms-template.cfg 

This file contains the templates for the alarms service host and service definitions, called respectively 
npm-alarms-host  and npm-alarms-service .  If you want to make changes that apply to all 
monitored network paths then they can be made in this file.  See the Nagios documentation for details 
of the settings in this file [R5]. 

5.2.2.2. npm-alarms-contacts.cfg 

This file contains settings for the notification of status changes.  For instance here you can define an 
email address to send notifications to.  The default configuration is to use a Nagios Contact Group 
containing a single Contact.  You should change the alias and the email address defined in the 
supplied file to one that points to a real person: 

 

 
 

Note that it is quite possible that a large number of email messages will be generated when monitoring 
a large network such as GÉANT2. 

date_format=iso8601 

use_syslog=0 

define contact { 

        contact_name        alarm-admin1 

        use                 generic-contact 

        alias               Alarm Admin 

        email               root@localhost    ; << Change this email address 

}  
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5.2.2.3. hosts-services.cfg 

As many files as required can be created defining the hosts and services to be monitored.  These files 
must contain the details of the network to be monitored in the Nagios host format and details of the 
network paths in the Nagios service format.  The examples supplied here use the default settings 
included in the template file npm-alarms-template.cfg , as described in Section 5.2.2.1. 

 

An example host configuration looks like: 

 
 

Note that both the host_name  and alias  will be used for display purposes within the Nagios 
interface.  The address of the host can be used to define a list of IP addresses of the perfSONAR MAs 
required for data access.  In this way a Nagios host check will run an ICMP ping against the MAs to 
make sure they are contactable, otherwise the host will show as being down.  This uses the 
functionality of the Nagios check_icmp  plugin.  If this behaviour is not required then set the address 
to that of localhost , 127.0.0.1 . 

 

An example service definition for both an interface congestion alarm and a route change alarm looks 
like: 

 

 
 

The host_name refers to the host previously defined.  Note that the configuration is rather fragile in the 
sense that the service_description currently must be specified as: 

 

define service { 

  use                   npm-alarms-service      ; S ervice template to use 

  host_name             GEANT                   ; N etwork this path belongs to 

  service_description   rt1.lon.uk.geant2.net-so-2/ 1/0 - INTERFACE_CONGESTION 

} 

define service { 

  use                   npm-alarms-service      ; S ervice template to use 

  host_name             GEANT                   ; N etwork this path belongs to 

  service_description   Poznan_GEANT-Frankfurt_GEAN T - ROUTE_CHANGED 

} 

define host { 

        use             npm-alarms-host         ; U se the hosts definition from 

                                                ; t he npm-alarms-template 

        host_name       GEANT                   ; T he name of this "host" 

        alias           GEANT network           ; L onger description 

        address         62.40.123.162 131.188.81.12  ; Space separated list 

                                                    ; of MA addresses to check 

} 
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for an Interface Congestion alarm or: 

 

 
 

for a Route Change alarm, and must agree with the configuration of the perfSONAR MAs used to 
obtain the data. 

 

Several examples are included with the distribution; the default setup will monitor a small number of 
services on the GÉANT network for testing purposes.  To use one of the other examples rename the 
file so that it ends with a .cfg  extension. 

5.2.3. Verify Nagios Configuration 

Once all configuration changes have been made the Nagios configuration may be verified using the 
command: 

 

 
 

This should give an output that includes the number of hosts and services configured above, and will 
notify any errors found in the configuration files. 

5.3. ALARMS SERVICE CONFIGURATION  

All Alarms Service configuration files may be found in the directory 
/usr/local/nagios/libexec/npm-alarms/etc/ . 

 

Five sources are used for configuration information: 

·  The network path “discovery” file, discovery.xml . 

·  The Alarms Service properties file, alarmSystem.properties . 

·  The allowed network ranges configuration file, allowed.network.ranges.config  

·  The logging definitions in log4j.properties . 

·  The alarm rules definitions in the rules/  directory. 

5.3.1. Discovery File 

The discovery file discovery.xml  defines those network paths to be monitored by the Alarms 
Service.  It lists details of each path, the network characteristics available for each of those paths, and 
the perfSONAR Measurement Archive where the data may be found.  Please refer to Appendix B and 

/usr/local/nagios/bin/nagios -v /usr/local/nagios/e tc/nagios.cfg 

<source IFaddress>-<destination IFaddress><space>-< space>ROUTE_CHANGED 

<router name>-<interface name><space>-<space>INTERF ACE_CONGESTION 
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the example file included in the distribution for more details of its layout.  The paths defined here must 
correspond to the services defined in the Nagios configuration.  Again, several examples are included, 
but only a single discovery.xml  file may be used at any one time. 

5.3.2. Alarms System Properties File 

The default properties file (alarmSystem.properties ) defines where the other configuration files 
are located, relative to the npm-alarms directory, along with two configurable parameters: 

·  queryFrequency  defines how often to query the Measurement Archives for data, in 
seconds.  Changing this will change how soon an alarm condition is noticed by the Alarm 
Service. 

·  queryInterval  defines how much data to obtain from the Measurement Archives.  This 
may need to be tuned depending on how soon the data appears in the MAs. 

 

Note that at the moment no detailed studies of the optimum values for these settings have been 
performed. 

5.3.3. Allowed Network Ranges Configuration File 

This configuration file is used in conjunction with the RoutingOutOfNetworkWarning and defines the 
range of IP addresses that are considered “inside” a network. This is specified by a list of IP prefixes 
and their mask (e.g. 206.12.1.0/24). If a RoutingAlarm is raised, the hop list of the route in question is 
queried and each hop (IP) is compared if it is in one of the provided network ranges. If not, 
additionally a RoutingOutOfNetworkWarning is raised (if configured in the alarm definition, see 
section 5.3.5 and Appendix A). 

 

The default configuration file (allowed.network.ranges.config ) lists the network ranges of the 
LHCOPN, taken from http://www.db.ripe.net/whois?&ssearchtext=rs-lhcopn.  

5.3.4. Logging 

Logging is performed by log4j [R6]; therefore log4j.properties  is a standard log4j properties 
file.  By default logging is set to the WARN threshold, to a file only.  The log file will be written to the 
file npm-alarms.log  in the log sub-directory of the Alarms Service but may be changed in 
log4j.properties .  A different log4j properties file may be specified in the 
alarmSystem.properties  file. 

5.3.5. Alarm Definitions 

The provided default alarm definitions should be adequate.  Further guidelines on how to modify this 
file are provided in Appendix A. The configuration file can be found at 
etc/rules/uk/ac/ed/alarm/prototype/alarms.dslr  in the alarms sub-directory. 

5.4. CONFIGURATION SCRIPT 

A script is included in the distribution to help with configuration of the networks to be monitored by 
the Alarms Service.  It will take as input an xml file containing a perfSONAR Measurement Archive 
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MetadataKeyResponse, and then produce a corresponding discovery.xml  file and the Nagios hosts 
and services configuration file.  The options may either be specified on the command line, or in an 
input file.  For details of the options refer to Appendix C and the examples include in the 
etc/metadata  directory of the distribution. 
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6. RUNNING THE ALARMS SERVICE 

6.1. STARTING NAGIOS 

If Nagios is not already running start it up.  As root  run: 

 

 

6.2. STARTING THE ALARMS SERVICE 

Now you are ready to start the Alarms Service. The following instructions assume that the Alarms 
Service and Nagios are installed as user nagios .  

 

Change directory to the base directory of the installation. First check that JAVA_HOME is set to a JVM 
version 1.5 or greater. Then ensure that the settings in ./bin/alarms-service  are correct for your 
installation. In particular, verify that the ALARMS_USER is set to the same user under which the Alarms 
Service and Nagios are installed (e.g, if you have installed Alarms Service and Nagios as user root  
then change the entry ALARMS_USER to root ). The most important settings are listed below: 

 
 

Now start the Alarms Service (as root) , which will spawn two processes as the ALARMS_USER : 

 
 

Check that the  root  and nagios  users are now running a jsvc  processes each: 

 
 

The first process is a daemon process for starting and stopping the service, the second process is the 
Alarms Service itself. If this is not the case, check the Alarms Service logfile for errors. 

# Installation directory of alarms service 

NAGIOS_HOME="/usr/local/nagios" 

ALARMS_HOME="${NAGIOS_HOME}/libexec/npm-alarms" 

 

# User to run alarms service as 

ALARMS_USER="nagios" 

ps ax -o pid,ruser,time,comm | grep jsvc 

  PID TTY          TIME CMD 

14816 root     00:00:00 jsvc 

14817 nagios   00:09:48 jsvc 

service nagios start 

cd /usr/local/nagios/libexec/npm-alarms 

./bin/alarms-service start 
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Note that the alarms-service  script can be used as “init.d” script, meaning that this script is 
designed to be run as root  and it will automatically start the Alarms Service under the correct user (as 
specified in the script at ALARMS_USER. The Alarms Service uses the Apache Commons jsvc daemon 
[R9] for this. Two pre-compiled versions for 32 and 64bit SL4 are provided (./bin/jsvc32  and 
./bin/jsvc64 ). In case a different platform is used, a compilation from source is required, see [R9]. 
Store the compiled binary as ./bin/jsvc , the alarms-service startup script will pick this one 
automatically. 

6.3. VIEWING THE OUTPUT 

To view the Alarms Service via the Nagios web interface open a web-browser and the type the URL: 
http:// <your-server-address> /nagios/  

 

This will take you to the Nagios home page.  To view the status of the alarms, click “Service Detail” 
on the left panel (under “Monitoring”).  You should see something similar to Figure 3. 

 

 

Figure 3: Nagios Web UI showing status of the monitored paths. 

6.4. STOPPING THE ALARM SERVICE 

Use the following command to stop the service: 
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./bin/alarms-service stop 
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8. GLOSSARY OF ACRONYMS 
 

Acronym Definition 

MA A perfSONAR Measurement Archive 

NPM Network Performance Measurement 

RRD Round Robin Database 

RRD MA A perfSONAR Measurement Archive which stores its data in an RRD 
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APPENDIX A. GUIDELINES FOR MODIFYING ALARM DEFINITI ONS 

The provided default alarm definitions should be adequate for the currently supported alarms.  The 
configuration file can be found at etc/rules/uk/ac/ed/alarm/prototype/alarms.dslr  in 
the alarms sub-directory. 

 

The alarm definitions are written as “rules”.  To process these rules, the Alarms Service uses a Java 
rules engine called Drools [R7].  According to the web site, “Drools is a Business Rule Management 
System (BRMS) and an enhanced Rules Engine implementation, ReteOO, based on Charles Forgy's 
Rete algorithm tailored for the Java language.  More importantly, Drools provides for Declarative 
Programming and is flexible enough to match the semantics of your problem domain with Domain 
Specific Languages, graphical editing tools, web based tools and developer productivity tools”. 

 

In short: Drools is a rule-based Java library including development tools that allows the definition and 
usage of rules. For a more detailed view of how Drools works, see the Drools documentation [R8]. 

A.1. DEFINING RULES 

The rules (alarm definitions) of the Alarms Service are defined via a so-called Domain Specific 
Language (DSL).  This means that the user does not need to use abstract syntax or a programming 
language, but can define the rules in a more natural language. 

 

For example, to define a rule that raises an alarm when the route changes on any network, the 
following definition is sufficient: 

 

 
 

A rule consists of one or more conditions, followed by one or more consequences.  The principal 
structure of an alarm definition is: 

 

 

rule <unique rule name> 

 when 

   <rule condition> 

 then 

   <rule consequence> 

end 

rule "route has changed" 

 when 

  There is a traceroute change 

 then 

  Log : "Router has route change" 

  Raise RouteChangeAlarm 

end 



 

JISC-NPM 

NPM Alarms Service:  
Deployment and Configuration Guide 

  

 

 

Release Date: 17/04/2009 © EPCC 25 / 31 

 

The configurable rule conditions can be split into two categories: global and link-specific. Global 
conditions (or global rules) are triggered if any monitored link meets the alarm condition. Link-
specific rules are only triggered if the alarm condition on the specified link is met.  

The rule vocabulary for the conditions and consequences depends on the version of the Alarms 
Service.  The current version supports the following, global and link-specific, conditions: 

·  A router has more output drops than "<number>" 

·  The router "<router name>" on "<interface name>" ha s more output 
drops than "<number>" 

·  A router has more input errors than "<number>" 

·  Route is out of network 

·  Route from "<source>" to "<destination>" is out of network 

·  There is a route change 

·  Route from "<source>" to "<destination>" has change d 

and the following consequences: 

·  Raise RouteChangeAlarm 

·  Raise RoutingOutOfNetworkAlarm 

·  Raise OutputDropsAlarm 

·  Raise InputErrorsAlarm 

·  Log : "<message>"  

 

Only conditions and consequences handling the same alarm type can be used within a rule (e.g. 
“There is a route change ” with “ Raise RouteChangeAlarm ”, but not “Raise 
RoutingOutOfNetworkAlarm ”). Note that the vocabulary needs to be used exactly as shown above.  
The rules are case and space sensitive (e.g. placing two spaces between "The  router" will not be 
recognised correctly).  Use these conditions and consequences to create any number of alarm rules in 
the alarms.dslr  file.  The alarm rules must have different names.  When modifying or adding rules, 
check the Alarms System log file (see Section 5.3.4).  In case of syntax errors the Alarms System will 
log any error. 

A.1.1. Priority 

Rules can be given a priority (with the keyword salience ), defining which rule should be activated 
if the conditions of multiple conditions are met at the same time. If multiple conditions are met, 
priorities of all applicable rules are compared and the one with the highest priority is activated. Note 
that this comparison of rule priorities only applies within an alarm type. For example, the priority of a 
‘route change’ rule is not affected by the priority of an ‘output drops’ rule. Setting priorities is useful 
when defining which of two link-specific rules should be activated, if the conditions of both rules are 
met (e.g. condition 1: outputDrops > 10; condition 2: outputDrops > 20; actual outputDrops = 23.4).  
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A.1.2. Disabling rules 

Rules can be disabled without needing to delete them from the rules file by adding the keywords 
enabled false . The default for a rule is enabled true . 

 

A.2. RULES DEFINITION FILE 

The following is the currently relevant part of the rules definition file (i.e., you may ignore the rest of 
the file): 

rule "route change for link" 

 enabled false 

 salience 10 

 when 

  Route from "Poznan_GEANT" to "Frankfurt_GEANT" ha s changed 

 then 

  Log : "Route changed between Poznan_GEANT2 - Fran kfurt_GEANT2" 

  Raise RouteChangeAlarm 

end 

rule "route change for link" 

 salience 10 

 when 

  Route from "Poznan_GEANT" to "Frankfurt_GEANT" ha s changed 

 then 

  Log : "Route changed between Poznan_GEANT2 - Fran kfurt_GEANT2" 

  Raise RouteChangeAlarm 

end 
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# ======================================== 

# Global rules 

# ======================================== 

rule "route has changed" 

 when 

  There is a route change 

 then 

  Raise RouteChangeAlarm 

end 

 

rule "Out Of OPN" 

 when 

  Route is out of network 

 then 

  Raise RoutingOutOfOpnAlarm 

end 

 

rule "Interface Congestion" 

 when 

  A router has more output drops than "0" 

 then 

  Raise OutputDropsAlarm 

end 

 

rule "Input Errors" 

 when 

  A router has more input errors than "0" 

 then 

  Raise InputErrorsAlarm 

end 

 

# ======================================== 

# Link-specific rules (example) 

# ======================================== 

rule "route change for link" 

 when 

  Route from "Poznan_GEANT" to "Frankfurt_GEANT" ha s changed 

 then 

  Log : "Route changed between Poznan_GEANT2 - Fran kfurt_GEANT2" 

  Raise RouteChangeAlarm 

end 
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APPENDIX B. DISCOVERY CONFIGURATION FILE FORMAT 

This file contains details of the network links to be monitored by the Alarms Service, and the 
Measurement Archives (MA) from where the data can be obtained.  For each MA it specifies the full 
URL, the type of MA, which network metrics (or characteristics) can be obtained from that MA, and a 
full list of network paths or interfaces (the subjects).  The Nagios host can be specified once for a MA, 
in which case every subject in that MA will be assigned to that host, or individually per subject to 
assign subjects to hosts. 

 

An extract from an example file looks like: 

 
 

This file specifies a single subject available from a Hades MA, with characteristics HopCount and 
HopList (for a route-change alarm).  The subject is assigned to the Nagios host called GEANT.  For 
more examples see the etc/examples  directory of the distribution. 

 

Such files may be generated from a Metadata Response document from an MA using the script 
described in Section 5.4 and Appendix C. 

<discovery> 

 <framework> 

  <services> 

   <nmwg>http://radagast.rrze.uni-erlangen.de:8090/ services/MA/HADES/GEANT/STATUS</nmwg> 

   <toolVersion>HADES_V1</toolVersion> 

  </services> 

  <characteristicGroup id="c3"> 

    <characteristic>HopCount</characteristic> 

    <characteristic>HopList</characteristic> 

  </characteristicGroup> 

  <networkGroup id="n3"> 

    <network>GEANT</network> 

  </networkGroup> 

  <measurementSubjects> 

    <subject type="SourceDestinationSubject"> 

      <source> 

        <address type="IFName">Frankfurt_GEANT</add ress> 

      </source> 

      <destination> 

        <address type="IFName">Geneva_GEANT</addres s> 

      </destination> 

      <characteristicGroup ref="c3"/> 

      <networkGroup ref="n3"/> 

    </subject> 

  </measurementSubjects> 

 </framework> 

</discovery> 
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APPENDIX C. CONFIGURATION SCRIPT 

C.1. PRE-REQUISITES 

The script requires perl, with the packages XML::Twig  and AppConfig , both available from CPAN. 

C.2. INPUT 

The script takes as input a metadata response from a Measurement Archive.  These responses may be 
obtained using the perfSONARUI [R2], and then saved as an xml file. 

C.3. USAGE 

The usage of the script is shown below: 

 

 
 

A configuration file may be used to specify the options.  See the directory etc/metadata  for 
example metadata responses and the corresponding configuration files for examples of these files.  
These were used to generate the example discovery and Nagios configurations included with the 
distribution. 

 

If several discovery files are generated these need to be amalgamated into a single file with all the 
information.  There must only be a single <discovery>  element in the file. 

Usage: make_config.pl -f|config_file <config.file> <options> 

 

Options: 

 

 -debug|D                    Print debug output (op tional) 

 -nagios_host|host <HOST>    Name of host to use in  Nagios configuration. 

                             May be specified multi ple times. 

 -ma_url|url <URL>           URL of perfSONAR Measu rement Archive. 

 -ma_ip|ip <IP ADDRESS>      IP Address of perfSONA R Measurement Archive 

                             (Used for Nagios host checks). 

 -input_file|input <FILE>    Name of input perfSONA R metadata query 

                             response file. 

 -ma_type|type <rrd|hades>   Type of perfSONAR Meas urement Archive. 

 -discovery_file <FILE>      Name of output discove ry xml config file. 

 -nagios_file <FILE>         Name of output Nagios configuration file. 
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APPENDIX D. HOW TO REPLACE A PREVIOUS INSTALLATION 

D.1. INSTALL THE NEW VERSION 

This section provides a summary of the steps required to upgrade to a new version of the Alarms 
Service.  It assumes that you are already familiar with deploying and configuring a previous version.  
If not, then please follow the detailed instructions in Section 5. 

 

The instructions assume that the previous version of the Alarms Service is installed in the 
recommended place of /usr/local/nagios/libexec . 

 

If you haven’t already done so, stop the existing Alarms Service instance.  If you are running it as user 
nagios  then use the following command: 

 

 
 

Now go to the parent directory of the existing Alarms Service installation and rename the installation 
directory containing the existing Alarms Service to something else: 

 

 
 

Now unpack the new Alarms Service distribution (npm-alarms-0.3.1_bin.tar.gz ) to the 
location where the Nagios plugins are installed: 

 

 
 

This will unpack the distribution to a directory called npm-alarms  containing the following files and 
directories: 

 

 
 

cd /usr/local/nagios/libexec 

mv npm-alarms old_npm_alarms 

pkill -KILL -u nagios java 

cd /usr/local/nagios/libexec/npm-alarms 

ls -p 

bin/  CHANGELOG  etc/  LICENSE  log/  NOTICE  READM E  share/ 

su – nagios 

tar –zxf npm-alarms-0.3.1_bin.tar.gz –C /usr/local/ nagios/libexec 
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D.2. RE-USE OF CONFIGURATION FILES 

The Nagios configuration files from a previous installation may be re-used when upgrading from v0.2. 
In case of an upgrade from v0.1, however, the format of the discovery.xml file changed between 
version 0.1 and 0.2.  New elements have been added to assign network links to Nagios hosts.  See 
Appendix B for details of this file and the examples included with the distribution. 

D.3. START THE NEW VERSION 

The Alarms Service may now be started using the instructions in Section 6.2. 

 


