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1. RELEASE NOTES

1.1. SOFTWARE VERSION

This document refers to release 0.3.1 of the soétwthe third public test version. The releaséohys
is shown in Table 1.

Table 1: Release History.

Version Date Comments, Changes, Status

0.1.0 27/01/2009| Initial release for public testing

0.2.0 12/03/2009| Second release with several improvements (seedBecti
1.3).

0.3.0 15/04/2009| Third release with support for an additional alarm
condition (see Section 1.3).

0.31 17/04/2009| Minor update to deal with 32/64bit issues for stprt
daemon

1.2. LICENSE

The software and all documentation are releasedruhé Apache License, Version 2.0 [R1]. See the
LICENSE file included in the distribution for the full tewf the license.

1.3. CHANGE HISTORY

1.3.1. Version 0.3

Added new alarm type 'Routing Out Of Network'. Wiaetoute change' alarm is raised, the

hop list of the route that has changed is retriet#zadh hop is compared against a configurable
set of network submasks. In case any hop is nétimvihe configured network submasks, this

alarm is raised.

Provided a new script to start up and shutdownAlaems Service. In particular, the script
cleanly shut downs the service (without user hatingse the “kill” command).

1.3.2. Version 0.2

Improved error handling. The alarm status is gdWNKNOWN in Nagios if any problems
are encountered when getting data from a Measurtefitehive. More details of the error are
available in the Nagios Service Information page.

Added further details to the Nagios “Status Infotiord’ when an alarm is triggered (e.g., if an
Interface Congestion Alarm is triggered then thenber of interface output drops will be
displayed).

Release Date: 17/04/2009 © EPCC 5/31
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Removed hard-coded link between Nagios Service ldost. The Nagios host may be
configured on a per Measurement Archive basis,roa@er network link basis. Multiple
Hosts may be assigned to the same link.

1.4. LIMITATIONS OF THIS RELEASE, KNOWN PROBLEMS
The release has only been tested in the configuratscribed in Section 4.2.
No actions are specified for an alarm.

Configuration of the software is a manual process ot particularly user friendly, although
a helper script is included with the distributi@s, described in Section 5.4.

1.5. DOWNLOAD LOCATION
The software may be downloaded from the followiocgtion:
http://www.npm-alarms.org/download/current/npm-ates-0.3.1 bin.tar.gz

Release Date: 17/04/2009 © EPCC 6/31
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2. DOCUMENT CONVENTIONS
Whenever computer text is referred to it appeaesfired width fontjike this

Text in a yellow box refers to command line instiaes or output:

type me at a the command line

Text in a blue box refers to file contents:

type me into a configuration file

Release Date: 17/04/2009 © EPCC 7131
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3. DESCRIPTION OF NPM ALARMS SERVICE

3.1. OVERVIEW

The Alarms Service is a standalone Java applicdtomgenerating alarms based on network status
information. The current version obtains networkasurement data from some types of perfSONAR
[R2] Measurement Archives (MAs) and generates stegports in a format readable by Nagios [R3].

Figure 1 shows the interactions of the service Iigbting the configuration files that a user netals

be aware of. These configuration files are deedrilorther in Section 5.

I T
I—————-= 1| | | _ :
| | 2
perfSONAR alarmSystem ; | - npm-alarms- s
: Hades MA :_> properties discovery xm : nagios cfg template cfg : § ) |
I | . L S S B
Alarms Service —>: Nagios |
|I———-—-—-= 1
| I ‘ : | | npm-alarms- hosts- 5 |
| PerfSONAR > alarms dslr log4, properties | | contacts cfg services cfg g5 !
| RRDMA \-/-\ \-/-\ : LTI ST § 2 | User
L | |
________________ RN

Figure 1: A simplified view of the Alarms Service.

The current version is able to contact Hades MAdraxeroute data and RRD MAs to obtain interface
output drops, input errors and utilisation. Thamis Service processes this data against a sefesf r
in order to determine the network status and prinés status in a form readable by Nagios. The
NagiosPassive Checkigature is used to read the status data from @ FIE. Nagios is configured to
display the status of the network paths being nooed by the Alarms Service on a web page. It may
also be configured to send email notifications vevem there is a change in the status.

This version can be used to monitor the alarm damdi shown in Table 2, aimed particularly at
monitoring of the LHCOPN.

Release Date: 17/04/2009 © EPCC 8/31



JISC-NPM

NPM Alarms Service:
Deployment and Configuration Guide

cpcc

Table 2: Supported Alarm Conditions.
Condition Alarm Description Purpose
1 RoutingAlarm (sourceSite, destinationSite)F path changésTHEN Indicates a
RoutingAlarm(sourceSite- | possible re-
destinationSite) route over
an incorrect
path.
2 RoutingOutOfNetworkWarning(sourceSiteVariant from Indicates a
destinationSite) RoutingAlarm(sourceTier- | possible re-
destinationTier). route
IF path changes AND one| outside the
of the hops is not an IP OPN
address from the nework
configured network prefix
list
THEN
Warning
3 InterfaceCongestionAlarm(router, IF output drops on a routet Indicates
interface) interface > parameterl interface
AND link utilisation < congestion.
parameter2 THEN
InterfaceCongestionAlarm
(router, interface)
parameterl = 0 drops
4 InterfaceErrors Alarm (router, interface) | IF interface errors on a Indicates
router interface > parametercircuit
THEN errors.

InterfaceErrorsAlarm
(router, Interface)

parameter = O errors

For the LHCOPN and similar light-path based netwarkndition #1 could also include information

about whether a light-path is currently availaldeavoid unnecessary alarms. If a light-path is mow
then a route change would be expected. Howevethéomoment this part of the alarm condition is

ignored; it is—at least for now-only based on traceroute data.

For condition #3, utilisation is not used at thennemt, although this is planned for a future release

! Based on traceroute measurements in this versithe software.

Release Date: 17/04/2009

© EPCC
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3.2. WHAT THE CURRENT VERSION DEMONSTRATES
A framework to generate network status alarms udatg provided by perfSONAR MAs.
The usage of Nagios to display and notify the st&tunterested users.
How the framework may be deployed and configured sgstem running Nagios.
Monitoring of the LHCOPN Suggested alarm conditigths#2, #3 and #4.

3.3. WHAT THE CURRENT VERSION DOES NOT DEMONSTRATE

A thoroughly tested and fine tuned applicationqtisi still work-in-progress and we aim to
harden the software over the next few months).

Release Date: 17/04/2009 © EPCC 10/31
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4. ASSUMPTIONS AND PREREQUISITES

4.1. PREREQUISITES

4.1.1. Run-time Software

The following software is required to run the Ala®ervice:
Java Runtime version 1.5 or above (The Sun JRé&cmmmended).
Nagios version 3 or above.

4.1.2. Data Sources

Access to at least one of the following data saurseequired:
A perfSONAR RRD Measurement Archive, supportingutiprrors and OutputDrop requests.
A Hades Measurement Archive, supporting HopCoudttdopList requests.

4.2. TESTED CONFIGURATIONS

The software has currently been tested on Scientifiux 4.6 (SL4), running the Sun JRE build
1.5.0_16-b02, and Nagios versions 3.0.3 and 3Theé. start-up script/bin/alarms-service

uses the binarybin/jsvc to run a daemon process for starting and stopgpegervice. The binary

is provided pre-compiled for SL4 32bit and 64hbit.dase a compilation from source is required, see
[R9].

Note that the start-up script is provided for caneace; the Alarms Service itself can be started as
standard Java process if necessary.

It has only been tested with version 3.0 of thd$@NAR RRD MA, and the initial release of the
HADES MA for traceroute data.

4.3. ASSUMPTIONS

For the purposes of these instructions it is asguthat the Alarms Service will be deployed on a
Linux system running Nagios v3.x and that the usas some familiarity with Nagios. For
information about Nagios see [R3].

If Nagios has not been installed then please follesvinstructions available at the Nagios web tsite
install Nagios version 3.X. The step-by-step ingions in Section 5 assume that the Nagios has bee
installed following the Nagios Quickstart Instalet Guide [R4] (i.e., Nagios is installed at
lusr/local/nagios , and anagios user exists). At the end of the Nagios instailatiyou should

be able to view its Web interface as shown in Fedair

It is also assumed that Java Runtime version 1above has been installed.

Release Date: 17/04/2009 © EPCC 11/31
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Figure 2: The Nagios frontpage.

4.4. NAGIOS CONCEPTS

In this version no effort has been made to alter Magios default display settings, therefore
assumptions have been made in mapping between Negiepts and network concepts. The Nagios
concept of ehosthas been used to refer to a collection of measemesrassociated with a particular
network. Typically all these measurements will eofrom the same set of Measurement Archives.
Each Nagios host has several monitasedrices which here are used to refer to a particular ogtw

path or router interface. This mapping of hostd services is performed using Nagios configuration
files as described in Section 5.2.1.

Release Date: 17/04/2009 © EPCC 12/31



JISC-NPM

NPM Alarms Service:
Deployment and Configuration Guide

5. DEPLOYMENT AND CONFIGURATION

This section assumes that this is the first time Atarms Service is being installed and therefore
provides detailed instructions for installation af&bloyment. If you are already running a previous
version of the Alarms Service, familiar with deptegnt and simply want to upgrade to the new
version then go to Appendix D.

5.1. UNPACK THE DISTRIBUTION
As the user which runs Nagios (e.gagios) unpack the Alarms Service distributionpn-

alarms-0.3.1_bin.tar.gz ) to the location where the Nagios plugins areailted:
Su — nagios
tar —zxf npm-alarms-0.3.1_bin.tar.gz —C /ust/local/ nagios/libexec

This will unpack the distribution to a directorylled npm-alarms containing the following files and
directories:

cd /ust/local/nagios/libexec/npm-alarms

Is-p
bin/ CHANGELOG etc/ LICENSE log/ NOTICE READM E share/

5.2. NAGIOS CONFIGURATION

5.2.1. Nagios Configuration Files

All configuration files for the Alarms Service még found in thestc/  directory of the distribution;
those specific to the Nagios configuration aretginagios . Nagios must be told to use these files
by adding the following line téusr/local/nagios/etc/nagios.cfg :

# Definitions for network alarms
cfg_dir=/usr/local/nagios/libexec/npm-alarms/etc/na gios

If this is a new Nagios installation to be usedelofor network alarms then also comment out any
unnecessary services, e.g., the referentoeathost.cfg for monitoring the local Linux machine.

In addition be aware of the Nagios log file whichs iby default located at
lust/local/nagios/var/nagios.log . (The logging settings may be modified by editthg
Nagios configuration filgusr/local/nagios/etc/nagios.cfg , see the Nagios user guide for

Release Date: 17/04/2009 © EPCC 13/31
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more details). WARNING: The log files produced Mggios may grow quite large; you may need to
regularly purge tharchives directory. To stop the same thing happening ¢osistem log files you
may want to disable Nagios logging to syslog byirsgt

use_syslog=0

in the Nagios configuration file. It is also reco@nded to set the date format option for Nagios to
one relevant to your locale:

date_format=iso8601

5.2.2. Alarms Service Nagios Configuration Files

Any file with acfg extension found in the directory specified in firevious section will be used by
Nagios for configuration purposes. A typical ifisitdon will use at least three fileapm-alarms-
template.cfg , npm-alarms-contacts.cfg , and a file defining the hosts and services to
monitor. Multiple host and service configuratidtes may be used to make it easier to configure
many hosts. Several examples are included in igtahkaition; the defaulhosts-services.cfg

file will monitor a small number of paths on the &¥T network.

5.2.2.1. npm-alarms-template.cfg

This file contains the templates for the alarmwiserhost and service definitions, called respetyiv
npm-alarms-host and npm-alarms-service . If you want to make changes that apply to all
monitored network paths then they can be madeisrfith. See the Nagios documentation for details
of the settings in this file [R5].

5.2.2.2. npm-alarms-contacts.cfg

This file contains settings for the notification sthtus changes. For instance here you can dafine
email address to send notifications to. The defemhfiguration is to use a Nagi&@ontact Group
containing a singleContact You should change the alias and the email addde$ined in the
supplied file to one that points to a real person:

define contact {
contact_name alarm-adminl

use generic-contact
alias Alarm Admin
emalil root@localhost ; << Change this email address

Note that it is quite possible that a large nunifezmail messages will be generated when monitoring
a large network such as GEANT?2.

Release Date: 17/04/2009 © EPCC 14 /31
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5.2.2.3. hosts-services.cfg

As many files as required can be created defirfieghbsts and services to be monitored. These files
must contain the details of the network to be nwed in the Nagios host format and details of the

network paths in the Nagios service format. Thangxdes supplied here use the default settings
included in the template filegpm-alarms-template.cfg , as described in Section 5.2.2.1.

An example host configuration looks like:

define host {

use npm-alarms-host ;U se the hosts definition from

it he npm-alarms-template

host name  GEANT ;T he name of this "host"

alias GEANT network L onger description

address 62.40.123.162 131.188.81.12 ; Space separated list

; of MA addresses to check

}

Note that both théhost name andalias will be used for display purposes within the Nagio

interface. The address of the host can be usddfiioe a list of IP addresses of the perfSONAR MAs
required for data access. In this way a Nagio$ tlesck will run an ICMP ping against the MAs to

make sure they are contactable, otherwise the Wibktshow as being down. This uses the
functionality of the Nagiosheck_icmp plugin. If this behaviour is not required them e address

to that oflocalhost |, 127.0.0.1

An example service definition for both an interfammamgestion alarm and a route change alarm looks
like:

define service {
use npm-alarms-service ;S ervice template to use
host_name GEANT M\ etwork this path belongs to
service_description rt1.lon.uk.geant2.net-so-2/ 1/0 - INTERFACE_CONGESTION
}
define service {
use npm-alarms-service ;S ervice template to use
host_name GEANT I\ etwork this path belongs to
service_description Poznan_GEANT-Frankfurt GEAN T - ROUTE_CHANGED
}

The host_name refers to the host previously defidate that the configuration is rather fragilehe
sense that the service_description currently meisipecified as:

Release Date: 17/04/2009 © EPCC 15/31
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<router name>-<interface name><space>-<space>INTERF ACE_CONGESTION

for an Interface Congestion alarm or:

<source IFaddress>-<destination IFaddress><space>-< space>ROUTE_CHANGED

for a Route Change alarm, and must agree with ¢infiguration of the perfSONAR MAs used to
obtain the data.

Several examples are included with the distribyttbe default setup will monitor a small number of
services on the GEANT network for testing purposés. use one of the other examples rename the
file so that it ends with &fg extension.

5.2.3. Verify Nagios Configuration

Once all configuration changes have been made #ugoll configuration may be verified using the
command:

fusr/local/nagios/bin/nagios -v /usr/local/nagios/e tc/nagios.cfg

This should give an output that includes the nundfdrosts and services configured above, and will
notify any errors found in the configuration files.

5.3. ALARMS SERVICE CONFIGURATION

All Alarms  Service configuration files may be foundin the directory
lusr/local/nagios/libexec/npm-alarms/etc/

Five sources are used for configuration information
The network path “discovery” filaiscovery.xml
The Alarms Service properties fildarmSystem.properties
The allowed network ranges configuration féglowed.network.ranges.config
The logging definitions itogdj.properties
The alarm rules definitions in thales/  directory.

5.3.1. Discovery File

The discovery filediscovery.xml defines those network paths to be monitored byAlzems
Service. It lists details of each path, the neknairaracteristics available for each of those paihd
the perfSONAR Measurement Archive where the data loeafound. Please refer to Appendix B and

Release Date: 17/04/2009 © EPCC 16/31
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the example file included in the distribution foora details of its layout. The paths defined meust
correspond to the services defined in the Nagiodigaration. Again, several examples are included,
but only a singl@liscovery.xml file may be used at any one time.

5.3.2. Alarms System Properties File

The default properties fileaarmSystem.properties ) defines where the other configuration files
are located, relative to the npm-alarms directalyng with two configurable parameters:

gueryFrequency  defines how often to query the Measurement Archifer data, in
seconds. Changing this will change how soon ammatzondition is noticed by the Alarm
Service.

gueryinterval defines how much data to obtain from the Measuntmechives. This
may need to be tuned depending on how soon theagptzars in the MAs.

Note that at the moment no detailed studies ofabpemum values for these settings have been
performed.

5.3.3. Allowed Network Ranges Configuration File

This configuration file is used in conjunction witihe RoutingOutOfNetworkWarning and defines the
range of IP addresses that are considered “insidegtwork. This is specified by a list of IP presx
and their mask (e.g. 206.12.1.0/24). If a RoutiragAd is raised, the hop list of the route in quesi
gueried and each hop (IP) is compared if it is ime @f the provided network ranges. If not,
additionally a RoutingOutOfNetworkWarning is raisé@tl configured in the alarm definition, see
section 5.3.5 and Appendix A).

The default configuration fileallowed.network.ranges.config ) lists the network ranges of the
LHCOPN, taken fronfttp://www.db.ripe.net/whois?&ssearchtext=rs-lhcopn

5.3.4. Logging

Logging is performed by log4j [R6]; therefolagdj.properties is a standard log4j properties
file. By default logging is set to the WARN thredth to a file only. The log file will be writteto the
file npm-alarms.log in the log sub-directory of the Alarms Service lmay be changed in
log4j.properties . A different log4j properties file may be speedi in the
alarmSystem.properties file.

5.3.5. Alarm Definitions

The provided default alarm definitions should beadate. Further guidelines on how to modify this
fle are provided in Appendix A. The configurationfle can be found at
etc/rules/uk/ac/ed/alarm/prototype/alarms.dslr in the alarms sub-directory.

5.4. CONFIGURATION SCRIPT

A script is included in the distribution to helpthiconfiguration of the networks to be monitored by
the Alarms Service. It will take as input an xnh fcontaining a perfSONAR Measurement Archive

Release Date: 17/04/2009 © EPCC 17 /31
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MetadataKeyResponse, and then produce a corresgtisitovery.xmi file and the Nagios hosts
and services configuration file. The options miher be specified on the command line, or in an
input file. For details of the options refer to pgndix C and the examples include in the

etc/metadata  directory of the distribution.

Release Date: 17/04/2009 © EPCC 18/31
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6. RUNNING THE ALARMS SERVICE

6.1. STARTING NAGIOS
If Nagios is not already running start it up. st run:

service nagios start

6.2. STARTING THE ALARMS SERVICE

Now you are ready to start the Alarms Service. fidilewing instructions assume that the Alarms
Service and Nagios are installed as usgios .

Change directory to the base directory of the llatan. First check thalAVA HOMEs set to a JVM
version 1.5 or greater. Then ensure that the getiim/bin/alarms-service are correct for your
installation. In particular, verify that tt e ARMS_USER set to the same user under which the Alarms
Service and Nagios are installed (e.g, if you hasgtalled Alarms Service and Nagios as uset

then change the entAL ARMS _USERoroot ). The most important settings are listed below:

# Installation directory of alarms service
NAGIOS HOME="/usr/local/nagios"
ALARMS HOME="${NAGIOS HOME}libexec/npm-alarms"

# User to run alarms service as
ALARMS_USER="nagios"

Now start the Alarms Service (emt) , which will spawn two processes as #isARMS_USER

cd /ust/local/nagios/libexec/npm-alarms
Jbin/alarms-service start

Check that theroot andnagios users are how runnings/c processes each:

ps ax -0 pid,ruser.time,comm | grep jsvc
PIDTTY TIME CMD

14816 root  00:00:00 jsvc

14817 nagios 00:09:48 jsvc

The first process is a daemon process for stadimystopping the service, the second process is the
Alarms Service itself. If this is not the case, dhthe Alarms Service logfile for errors.
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Note that thealarms-service script can be used as “init.d” script, meaningt tthas script is
designed to be run asot and it will automatically start the Alarms Servizeder the correct user (as
specified in the script &ALARMS_USER he Alarms Service uses the Apache Commons jgsgmdn
[R9] for this. Two pre-compiled versions for 32 a@dbit SL4 are provided./bin/jsvc32 and
Jbinfjsvc64 ). In case a different platform is used, a commtafrom source is required, see [R9].
Store the compiled binary a#in/jsvc , the alarms-service startup script will pick thige
automatically.

6.3. VIEWING THE OUTPUT

To view the Alarms Service via the Nagios web ifatee open a web-browser and the type the URL:
http:/  <your-server-address> Inagios/

This will take you to the Nagios home page. Towtbke status of the alarms, click “Service Detail”
on the left panel (under “Monitoring”). You showdde something similar to Figure 3.

Figure 3: Nagios Web Ul showing status of the mordtred paths.

6.4. STOPPING THE ALARM SERVICE
Use the following command to stop the service:
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Jbin/alarms-service stop
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8. GLOSSARY OF ACRONYMS

Acronym Definition
MA A perfSONAR Measurement Archive
NPM Network Performance Measurement
RRD Round Robin Database
RRD MA A perfSONAR Measurement Archive which stoitssdata in an RRD
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APPENDIX A. GUIDELINES FOR MODIFYING ALARM DEFINITI ONS

The provided default alarm definitions should bedte for the currently supported alarms. The
configuration file can be found a&tc/rules/uk/ac/ed/alarm/prototype/alarms.dsir in
the alarms sub-directory.

The alarm definitions are written as “rules”. Timgess these rules, the Alarms Service uses a Java
rules engine called Drools [R7]. According to theb site, “Drools is a Business Rule Management
System (BRMS) and an enhanced Rules Engine impletiem, ReteOO, based on Charles Forgy's
Rete algorithm tailored for the Java language. eMionportantly, Drools provides for Declarative
Programming and is flexible enough to match theasgios of your problem domain with Domain
Specific Languages, graphical editing tools, wekelatools and developer productivity tools”.

In short: Drools is a rule-based Java library idolg development tools that allows the definition a
usage of rules. For a more detailed view of howdBravorks, see the Drools documentation [R8].

A.1. DEFINING RULES

The rules (alarm definitions) of the Alarms Servaee defined via a so-called Domain Specific
Language (DSL). This means that the user does@ed to use abstract syntax or a programming
language, but can define the rules in a more ndamguage.

For example, to define a rule that raises an alamen the route changes amy network, the
following definition is sufficient:

rule "route has changed"”
when
There is a traceroute change
then
Log : "Router has route change”
Raise RouteChangeAlarm
end

A rule consists of one or more conditions, followag one or more consequences. The principal
structure of an alarm definition is:

rule <unique rule name>
when

<rule condition>
then

<rule consequence>
end
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The configurable rule conditions can be split it categoriesglobal and link-specific Global
conditions (or global rules) are triggeredaifiy monitored link meets the alarm condition. Link-
specific rules are only triggered if the alarm datiod on the specified link is met.

The rule vocabulary for the conditions and conseqes depends on the version of the Alarms
Service. The current version supports the follgygiobal and link-specific, conditions:

A router has more output drops than "<number>"

The router "<router name>" on '<interface name>" ha S more output
drops than "<number>"

A router has more input errors than "<number>"

Route is out of network

Route from "<source>" to "<destination>" is out of network

There is a route change

Route from "<source>" to "<destination>" has change d
and the following consequences:

Raise RouteChangeAlarm

Raise RoutingOutOfNetworkAlarm

Raise OutputDropsAlarm

Raise InputErrorsAlarm

Log : "<message>"

Only conditions and consequences handling the saaren type can be used within a rule (e.g.
“There is a route change " with “Raise RouteChangeAlarm ", but not ‘Raise
RoutingOutOfNetworkAlarm "). Note that the vocabulary needs to be useattlyas shown above.
The rules are case and space sensitive (e.g. glasim spaces between "The router" will not be
recognised correctly). Use these conditions amd@guences to create any number of alarm rules in
thealarms.dslr file. The alarm rules must have different nam@then modifying or adding rules,

check the Alarms System log file (see Section $.3l4 case of syntax errors the Alarms System will
log any error.

A.1.1. Priority

Rules can be given a priority (with the keywaaldience ), defining which rule should be activated
if the conditions of multiple conditions are metthe same time. If multiple conditions are met,
priorities of all applicable rules are compared #mel one with the highest priority is activated.t&o
that this comparison of rule priorities only appligithin an alarm type. For example, the priorifyao
‘route change’ rule is not affected by the priomtyan ‘output drops’ rule. Setting priorities iseful
when defining which of two link-specific rules shdie activated, if the conditions of both rules ar
met (e.g. condition 1: outputDrops > 10; conditBroutputDrops > 20; actual outputDrops = 23.4).
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rule "route change for link"

salience 10
when
Route from "Poznan_GEANT" to "Frankfurt. GEANT" ha s changed
then
Log : "Route changed between Poznan_ GEANT2 - Fran kfurt GEANT2"

Raise RouteChangeAlarm
end

A.1.2. Disabling rules

Rules can be disabled without needing to deletentfrem the rules file by adding the keywords
enabled false . The default for a rule isnabled true

rule "route change for link"

enabled false

salience 10

when
Route from "Poznan_GEANT" to "Frankfurt. GEANT" ha s changed

then
Log : "Route changed between Poznan_ GEANT2 - Fran kfurt GEANT2"
Raise RouteChangeAlarm

A.2. RULES DEFINITION FILE

The following is the currently relevant part of thdes definition file (i.e., you may ignore thestef
the file):
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#
# Global rules
#
rule "route has changed"

when
There is a route change
then
Raise RouteChangeAlarm
end

rule "Out Of OPN"
when
Route is out of network
then
Raise RoutingOutOfOpnAlarm
end

rule "Interface Congestion"
when
A router has more output drops than "0"
then
Raise OutputDropsAlarm
end

rule "Input Errors"

when
A router has more input errors than "0"
then
Raise InputErrorsAlarm
end
#
# Link-specific rules (example)
#
rule "route change for link"
when
Route from "Poznan_GEANT" to "Frankfurt. GEANT" ha
then

Log : "Route changed between Poznan_ GEANT2 - Fran
Raise RouteChangeAlarm
end

s changed

kfurt GEANT2"
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APPENDIX B. DISCOVERY CONFIGURATION FILE FORMAT

This file contains details of the network links b@ monitored by the Alarms Service, and the
Measurement Archives (MA) from where the data carobtained. For each MA it specifies the full
URL, the type of MA, which network metrics (characteristicy can be obtained from that MA, and a
full list of network paths or interfaces (teabjecty. The Nagios host can be specified once for a MA,

in which case every subject in that MA will be gesid to that host, or individually per subject to
assign subjects to hosts.

An extract from an example file looks like:

<discovery>
<framework>
<services>

<nmwg>http:/fradagast.rrze.uni-erlangen.de:8090/ servicessMA/HADES/GEANT/STATUS</nmwg>
<toolVersion>HADES_V1</toolVersion>

</services>
<characteristicGroup id="c3">
<characteristic>HopCount</characteristic>
<characteristic>HopList</characteristic>
<[characteristicGroup>
<networkGroup id="n3">
<network>GEANT</network>
</networkGroup>
<measurementSubjects>
<subject type="SourceDestinationSubject">
<source>
<address type="IFName">Frankfurt GEANT</add ress>
</source>
<destination>
<address type="IFName">Geneva_GEANT</addres s>
</destination>
<characteristicGroup ref="c3"/>
<networkGroup ref="n3"/>
</subject>
</measurementSubjects>
<fframework>

</discovery>

This file specifies a single subject available franHades MA, with characteristics HopCount and

HopList (for a route-change alarm). The subjecssigned to the Nagios host called GEANT. For
more examples see te&/examples  directory of the distribution.

Such files may be generated from a Metadata Respdasument from an MA using the script
described in Section 5.4 and Appendix C.

Release Date: 17/04/2009 © EPCC 28/31



JISC-NPM

NPM Alarms Service:
Deployment and Configuration Guide

APPENDIX C. CONFIGURATION SCRIPT

C.1. PRE-REQUISITES
The script requires perl, with the packad®4l.:Twig andAppConfig , both available from CPAN.

C.2. INPUT

The script takes as input a metadata responsedrbteasurement Archive. These responses may be
obtained using the perfSONARUI [R2], and then saaedn xml file.

C.3. USAGE
The usage of the script is shown below:

Usage: make_config.pl -flconfig_file <config.file> <options>

Options:

-debug|D Print debug output (op tional)

-nagios_host|host <HOST> Name of host to use in Nagios configuration.
May be specified multi ple times.

-ma_urljurl <URL> URL of perfSONAR Measu rement Archive.

-ma_ip|ip <IP ADDRESS> IP Address of perfSONA R Measurement Archive
(Used for Nagios host checks).

-input_file|input <FILE> Name of input perfSONA R metadata query
response file.

-ma_type|type <rrdlhades> Type of perfSONAR Meas urement Archive.

-discovery_file <FILE>  Name of output discove ry xml config file.

-nagios_file <FILE> Name of output Nagios configuration file.

A configuration file may be used to specify theiops. See the directorgtc/metadata for
example metadata responses and the correspondifigiusation files for examples of these files.

These were used to generate the example discoveryNagios configurations included with the
distribution.

If several discovery files are generated these nedisk amalgamated into a single file with all the
information. There must only be a singidiscovery> element in the file.
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APPENDIX D. HOW TO REPLACE A PREVIOUS INSTALLATION

D.1. INSTALL THE NEW VERSION

This section provides a summary of the steps requio upgrade to a new version of the Alarms
Service. It assumes that you are already famiiglr deploying and configuring a previous version.
If not, then please follow the detailed instrucion Section 5.

The instructions assume that the previous versibrthe Alarms Service is installed in the
recommended place afsr/local/nagios/libexec

If you haven't already done so, stop the existit@#s Service instance. If you are running it sesru
nagios then use the following command:

pkill -KILL -u nagios java

Now go to the parent directory of the existing AfarService installation and rename the installation
directory containing the existing Alarms Servicestanething else:

cd /ustr/local/nagios/libexec
mv npm-alarms old_npm_alarms

Now unpack the new Alarms Service distributiomprii-alarms-0.3.1_bin.tar.gz ) to the
location where the Nagios plugins are installed:

Su — nagios
tar —zxf npm-alarms-0.3.1_bin.tar.gz —C /usr/local/ nagios/libexec

This will unpack the distribution to a directorylled npm-alarms containing the following files and
directories:

cd /ustr/local/nagios/libexec/npm-alarms

Is-p
bin/ CHANGELOG etc/ LICENSE log/ NOTICE READM E share/
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D.2. RE-USE OF CONFIGURATION FILES

The Nagios configuration files from a previous atistion may be re-used when upgrading from v0.2.
In case of an upgrade from v0.1, however, the forafahe discovery.xml file changed between
version 0.1 and 0.2. New elements have been amdadsign network links to Nagios hosts. See
Appendix B for details of this file and the exanmgplacluded with the distribution.

D.3. START THE NEW VERSION
The Alarms Service may now be started using theuiosons in Section 6.2.
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