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Introduction

Many Grid infrastructures, including the Large Hadron Collider Computing Grid
(LCQG), are composed of numerous federated networks distributed across the world.
These networks can be heterogeneous and their managers may deploy different tools
to monitor them and gather relevant data. Fundamentally, the monitoring data in
federated networks belongs to multiple organisations. Access to the data is necessary
to monitor the overall health of the networks. Our previous work [R1] has focused on
providing access to federated network monitoring data, making use of standards
developed by the OGF Network Monitoring Working Group (NM-WG) [R2]. During
the course of this work it became clear that there was a requirement for alarms to be
raised based on the network status. Grid and network operators need access to
historical data to diagnose problems in the network, but more importantly they need
alarms to notify them of such problems in a timely fashion. This paper describes an
Alarms Service that is designed to monitor federated networks using standards-based
access mechanisms. Such an alarms system will help network and Grid operators with
timely trouble shooting of network problems.

The requirements for the Alarms Service described in this paper have been largely
gathered from members of the Large Hadron Collider Optical Private Network
(LHCOPN) [R3]. The architecture developed pays attention to sources of data such as
those provided by perfSONAR [R4] and uses NM-WG to access the data. A prototype
has been developed based on this architecture to obtain feedback from the network
operators and other potential users.

Requirements

A list of prioritized alarm conditions were gathered from the operators of LHCOPN
[R3]. The most important ones were determined to be:

1. Routing Alarm: If the path, as determined by traceroute [R5], changes and
there are no light-paths down between the source and destination, then raise an
alarm.

2. Interface Congestion Alarm: If a router interface drops packets at a rate
above a threshold, whilst the link utilisation is below another threshold, then
raise an alarm.

Further requirements for an Alarms Service were generated with the help of the
LHCOPN [R3], Dante [R6] and WiN-Labor [R7]. In addition to the alarm conditions



themselves, these include requirements [R8] that the status of the alarms MUST be
accessible via a web-based dashboard, and that an alarm SHOULD display what
action is to be pursued to solve the alarm. Users SHOULD be notified of alarms when
they arise, for example via email. Another important requirement is that the alarm
conditions as well as their threshold values MUST be configurable. Due to the
distributed nature of the network monitoring data on which the alarms are raised, the
alarm service MUST be able to access multiple data sources. The history of alarms
SHOULD be available.

Architecture
The requirements led to the development of the architecture shown in Figure 1.
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Figure 1: Alarms Service Architecture

The Alarms Service expects to utilise various external sources of network
measurement data, known as Measurement Archives (MAs), shown in dotted lines in
Figure 1. The data may be obtained from an MA on request via the MA Query
Interface; or alternatively by allowing a data source to send status updates via the MA
Notification interface. This latter case is especially interesting if the data source
already does some processing of the underlying measurement data, and is able to
determine if there is a problem. The data received by the MA Query Interface and the
MA Notification Interface is fed into the Pre-Conditioner component for cleaning the
data. The Pre-Conditioner performs various tasks such as removal of any outliers [R9]
(i.e., a single measurement can be significantly off the norm and does not qualify for
an alarm to be raised) and then presents data to the Current Status Analyser. The
Current Status Analyser uses the cleaned up measurement data along with the
configuration details (e.g., alarm conditions themselves and how often to analyse) to
check whether an alarm condition has been reached. When an alarm condition is
reached, the Current Status Analyser informs this to the Alarm Analyser. The Alarm
Analyser checks the Recent Status History store to detect whether it is a new alarm, if
it was recently detected or if an existing alarm is not valid anymore. The Alarm
Analyser can also be used to detect conditions such as flapping (i.e., when an alarm
rapidly changes state between on and off). The Alarm Analyser informs registered
notifiers about status changes (new, update or remove alarm). Multiple notifiers,
implementing the Status Notifier interface, fulfil different purposes. Examples
include: the archival of the alarm history in a database, the email notification of



appropriate people about new alarms, and the display of the current alarm status on a
web page.

The architecture is both flexible and extensible. It allows the use of multiple data
sources, new alarm conditions via an alarms configuration file, and different
notification mechanisms (e.g., SNMP traps).

Prototype

In order to get early feedback from the LHCOPN and others, a prototype has been
produced. Essential Alarms Service components have been developed, with limited
functionality, in Java. The prototype is capable of monitoring the Routing Alarm
condition as well as the Interface Congestion Alarm condition, these being the most
urgent for the LHCOPN. It displays alarms on a web-based dashboard.

Conclusions and Future Work

An Alarms Service for monitoring federated networks has been introduced. The
Alarms Service uses a flexible architecture to address the requirements gathered from
the operators of such networks. The service uses an NM-WG standard interface to
reduce the complexities of accessing monitoring data from heterogeneous sources. It
is envisaged that with the adoption of the Alarms Service by underlying network
infrastructures — such as the LHCOPN - large, federated, Grid projects such as LCG
will benefit from smoother operations with timely troubleshooting.

At present, a number of enhancements are being made to the prototype to satisfy the
essential requirements (e.g., addition of a configurable alarm definition framework).
The plan is to use the service to monitor data and raise alarms in a number of sites in
the LHCOPN when data become available, and then to improve the software based on
experience and feedback.
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